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[bookmark: _Toc536186189]Glossary
Complete the following table with definitions as you progress through the unit

	Word
	Definition

	AI
	Artificial Intelligence is the ability of a computer to imitate human intelligence by learning and coming to its own conclusions.

	Algorithm
	A step by step set of instructions for solving a problem or completing a process.

	Autonomous
	Independent and having the power to control itself.  eg Autonomous cars drive themselves without human interaction.

	Block Coding
	The process of dragging blocks of information to form a set of instructions for the computer.

	Bluetooth
	A wireless method of transferring, and exchanging, data over short distances between devices.

	Coding
	Coding is a step by step set of instructions telling a computer to do what you want it to do. Coding is another word for computer programming.

	Control Technology
	Electronic devices that use inputs to create outputs.

	Data
	Raw, unorganised facts and figures. Data is the facts or details from which information is derived.

	Decision
	The answer to a question.

	Digital
	Data that is represented by a series of 1s and 0s.

	Ethernet
	A set of networking technologies physically connecting devices together in a local area network.

	Flow Chart
	A diagram that describes an algorithm, operation or process.

	Hack
	Gaining unauthorised access to data in a system.

	Information
	Data that ahs been arranged or interpreted to have meaning in a specific context for the receiver. When entered into a computer information becomes data.

	Input
	Information entering a system.

	IoT
	The Internet of Things is the embedding of computer devices into everyday objects enabling them to send and receive data.

	IP address
	A unique string of numbers, separated by dots, that identifies each computer and device across a network and or system. For example: 213.30.107.220. Each number in the address is within the range of 0 to 255.

	Iteration
	Repeating a process over and over.

	Loops
	Programmers use loops to repeat a sequence of instructions until a sated condition in met.

	Micro SD
	A very small removable memory card. SD stands for secure digital.

	Microcontroller
	A small programmable computer that is able to run code. The controller contains a CPU, memory and input/output connections.

	Network
	A group of two or more people or devices that communicate with each other.

	Oracle
	Oracle is a company that specialises primarily in developing and marketing database software and technology, could engineered systems and enterprise software products – particularly its own brands of database management systems. In 2015, Oracle was the second-largest software maker by revenue, after Microsoft.

	Output
	The final product or result of processing of data in system.

	Procedure
	A set way of doing something.

	Process
	A series of actions or steps taken in order to achieve a particular end.

	Pseudocode
	Writing out the computer code in simple, easy-to-understand English before creating it in a specific programming language. 

	Raspberry Pi
	The Raspberry Pi is a low cost, credit-card sized computer that plugs into a computer monitor or TV, and uses a standard keyboard and mouse.

	Refine
	Make minor changes so as to improve or the method.

	Scan
	Cause a surface to be traversed by a detector or an electromagnetic beam.

	Security
	The state of being free from danger or threat.

	Sensors
	A device which detects or measures a physical property and records, indicates, or otherwise responds to it.

	Smart
	A device programmed so as to be capable of something independent action.

	Transmission
	Broadcast or send out.

	Webstie
	A set of relate web pages located under a single domain name.

	Wi-fi
	A technology allowing computers, smartphones, or other devices to connect to the internet or communicate with one another wirelessly within a particular area. 




[bookmark: _Toc536186190]The design and production process
Throughout your study of technology, you will learn about the design and production process and how to apply in your design project.
The design and production process:
Involves a sequence of organised steps which provide a solution to design challenges.
May take a few seconds or minutes, such as when you select what clothes to wear, or may take years as in the case with the design of a motor vehicle.
May involve one person or may involve many people.
May be simple or complex, depending on the task.
Involves the designer questioning (or evaluating) throughout the process.
[image: ]


[bookmark: _Toc536186191]Identifying and defining
Design situation
In thirty years’ time 70 percent of the world’s population is expected to live in cities.
All these people living together will need more food, create traffic jams, use more energy, generate more waste, require more health care…the list of problems gets bigger and bigger.
To help overcome these problems people are turning to digital technologies and the Internet of Things to find solutions. 
The Internet of Things uses data from connected devices and sensors to help plan and make decisions.
Your team has been selected to design a system for a Smart City that uses the Internet of Things (IoT).Your team will make a model of the smart city and program the Anki Overdrive cars to simulate your solution.
[bookmark: _Toc536186192]What is a Smart City?
Watch the video to answer the following questions.
List the benefits of a Smart City identified in the video in the space below.
Optimise resources. Promote sound sustainable development. Make cities more liveable. Make cities more alive. Save electricity by turning on lights when needed. Quick access to a car park saves fuel. Save power by quickly finding a recharge station. Providing safe crossing of the road.
Knowing in real time when to empty rubbish when full, saving time and resources
 Weather stations manage automatic watering and detecting leaks saving water.
Sensors provide updates on air pollution,noise pollution and river levels.
Saves resources reading meters since these are available in real time.
Accident and emergency systems that save lives and warns other travellers saving them time.
Regulate traffic flows and preventing traffic jams saving time and fuel/energy.


[bookmark: _Toc536186193]Think pair share.
Brainstorm other benefits of a smart city using collaborative software.
Realtime Board and Padlet are collaborative sites that enable students to share ideas in real time and have these displayed to the whole class. These can also be stored for later analysis.
Students can record their thoughts on these sites while in response to the videos they are watching or the research they are conducting.
Note: Teachers may consider discussions and debate from other perspectives:
The Guardian – The truth about smart cities


[bookmark: _Toc536186194]Smart Cities
Watch the video ‘Smart cities – Infrastructure and transport of the future'
How have people around the world found solutions to issues surrounding traffic congestion?
Answers from this video include:
Vehicles and autonomous trailers operate in safe ,confined areas.
Electric vehicles are charged while goods are loaded.
Dedicated bus lanes on public roads.
Autonomous connected trailers create safe modular and flexible vehicle convoys adapting to transportation needs.
They adjust to schedule updates switches goods along the way.
An integrated cloud platform connects people, vehicles, infrastructure and logistics partners. Sensors allow autonomous vehicles to act automatically to any potential accidents making citizens are safer preventing accidents before they happen.
Silent, emission free buses that can drive inside buildings.
A silent, emission free city.
A cleaner and safer city. 
A more resource efficient world.


[bookmark: _Toc536186195]Design brief
Identify a problem facing a modern city that could be solved using digital technology.
Your team is to design, produce and evaluate a smart system to solve this problem using the Internet of Things. 
This smart system will use data and information to overcome one of the many problems facing cities.
The problems you identify may include traffic congestion, parking, energy use, or response times to emergencies.
Other ideas could include transportation and delivery of people, goods and services.
Your team will use the Oracle/Anki car system to create a model and simulate the solution.
The tracks will be the city streets and the cars could be used to represent ambulances, police vehicles, fire trucks, food delivery, garbage removal or any other service you choose to represent.
The ‘driverless’ vehicles will be programmed by your team to simulate a solution to the problem you have identified.
Your team will need to make models of the city buildings in either Lego, wooden blocks or decorated milk cartons to represent the key places for the cars to go to when simulating the solution. 
(For example your car may represent an ambulance that needs to take the quickest path between hospitals.)
Hint.
To accomplish this task you will need a good understanding of how data can be collected, stored, transmitted, displayed and analysed to create information and help make better decisions.
You will start by investigating the Oracle Anki car system and how data is used in action.
You’ll need to be ‘Fast and Curious’
Watch a video about the Oracle IoT and Anki Overdrive system.


[bookmark: _Toc536186196]Analysis of the design brief
Use the space provided below to answer the following questions:
What information do you need to meet the brief (Research)?
This includes watching the videos, completing the worksheets and workbook activities and experimenting with the anki cars and the coding
What do you need to learn to meet the brief?
The focus of this unit is how data is sent through networks. Each device on the network has an address and the data that is collected and transmitted can be used to automate processes and make better decisions.
What do you need to produce?
Students work in teams to design a system that uses the IoT for a smart city and model this with the Oracle Anki. System .They will need to have an understanding of all the components in this system and how they work.
How will you know if you have met the brief?
Students’ smart city simulation will include:
Working code that drives the vehicles to locations on the track,
The buildings and their placement in the smart city
The completed documentation


[bookmark: _Toc536186197]Constraints
Constraints are the rules of the project. Create a mind map of the project constraints on the diagram below.
[image: ]
[bookmark: _Toc536186198]These are typical constraints in the design, development and implementation of most projects.
Time: Will we complete our project in ten weeks? What milestones should we reach? Should we use a Gantt chart to allocate tasks to team members?
Expertise: Do we have the skills and knowledge to reach our ambitions? If not how to we attain them?
Money: How much will building the city cost? What other technologies could we buy and use? Will each team be allocated a ‘budget’?
Social and Ethical Issues; are there any cybersecurity issues? Copyright infringement issues?
Resources: what resources, materials, space and tools will we need to make our Smart City?


Criteria for success
This metacognitive exercise will require students to set goals and monitor their progress.
Their collaboration on setting the criteria will enable an agreed criteria for the final project which can then include a peer assessed component.
One of the criteria could include how well they collaborate within the team.
Circle Yes or No when you have met the criteria.

	Criteria
	Yes or No

	
	Yes or No

	
	Yes or No

	
	Yes or No

	
	Yes or No

	
	Yes or No

	
	Yes or No




[bookmark: _Toc536186199]The Internet of Things
‘The Internet of Things uses data from connected devices and sensors…’
As seen in the Smart City video these sensors may include light, motion and pressure sensors. Sensors collect data and transmit it across the Internet to make something happen somewhere else. The actions that may occur include turning a motor or engine on, switching a light on or sending an alert signal or text message although there are many other things that could be triggered.
In the space below list all the things (devices, tools and technology) that you currently use that make life easier.
Underline the things on your list that you think may already be a part of the IoT.
Tick the things that you imagine could be connected to the Internet in the future.
What sensors would need to be added to these devices or tools to collect data?
How could this data be used?
Put a cross next to those that you cannot imagine would ever be connected to the Internet
Students could include domestic, household items like refrigerators, washing machines, hair dryers, automated garage doors and gates, automated watering and air-conditioning systems and so on. They may also include personal items like fitbits, smart watches and mobile phones.
Other devices like traffic lights and signage could be explored.
Students should be encouraged to broaden their definitions of tools and question whether other devices should be made “smart” and connected.
An example could be smart chairs that weighs the sitter and take their blood pressure then sends it to an e-health amenity.
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Use the table below to record your use of electronic devices and how you have used them each day. You can also write down comments about how they improved your life, how well they worked or what could make them better. Keep this diary for 2 days. By keeping this diary, you are generating data.
Create a spreadsheet using the table headings as column headings. Add a column for ‘student name’ and enter the data from everyone in your team. 
Use this data to design and produce a graph that shows how many and how often electronic devices are being used.
This diary should reveal how much time and dependence we have on digital and electronic devices.
The data from this activity could inform class discussions on how much is too much and include reference to the mental health benefits of ‘switching off.’

	Date
	Device
	Reading
	Writing
	Games
	Watching movies/ videos
	School work
	Other
	Time Start
	Time End
	Comment
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The website describes the internet of things as a something that ‘connects dumb devices like refrigerators to the internet and uses software to connect them to our daily lives’. 
Can a car talk to a house? In the future, your car might tell your house that you are five kilometres away and to turn on the lights and the heater.
Research four ‘new’ products that use IoT. Present your findings in the table below.
Inspired by the television program Top Gear students can use a wall in the classroom to rate their devices, technology and discuss why it belongs there. The data collected from this research is presented in a table of information. This could be presented in other ways including Info graphs and spreadsheets.

	Product (image)
	Describe the product
	Rate (circle useless or cool)
	Justification for Rating

	
	
	Useless
Or
Cool
	

	
	
	Useless
Or
Cool
	

	
	
	Useless
Or
Cool
	

	
	
	Useless
Or
Cool
	




[bookmark: _Toc536186202]How did we survive?
[bookmark: _Toc536186203]What would it be like if all technology suddenly failed?
Write a paragraph describing the impact on the lives of people if all electronic technology suddenly stopped working.
This activity will assist students understand the dependency people have on technology and provide for creative ideas for survival if it fails. This could form a homework exercise and be presented to class.
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Unpacking the game
Follow the teacher’s instructions to set up the race track in the desired configuration.
The teacher will demonstrate how the system works. 
In the spaces provided below answer the following questions. 
At this stage you can make a good guess. We’ll be investigating the system in depth later.
Why can’t the car be steered when not on the track?
Turn the car over each car has an Infrared LED which beams light onto the track then reads this with an optical reader.
Why does the car need to do a ‘scan’ lap?
The car needs to make a map of the track and store this in its memory. When the car has remembered the hidden coding in the track it compares where it currently is with the remembered track.
How does the car seem to know where it is?
The car uses infrared light bounced off the encoded track to read where it is.
How does the car steer and accelerate?
The car does not have a traditional “rack and pinion” steering. Instead it has a motor attached to each wheel. To steer left the motor controller sends more electrical current to the right wheel and to steer right more current is sent to the left motor and wheel.
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Watch the video. Answer the questions below:
What is the presenter Tommy Liu’s job?
Robotics software engineer
What are the 3 key systems that the Anki overdrive has that makes it an example of Artificial intelligence?
Positioning
Reasoning
Execution
Define positioning.
How the cars know where they are on the track.
What parts does each car have to help this?
Dedicated microprocessor and infrared camera.
	How many times per second do the cars adjust their steering and power?
500
What data are the cars sending to the players’ device?
Scanned patterns encoded in the track.
What are the scans used for?
To send the data to the players device
What is the data used for?
‘To have a… understanding of the environment and plan their next move’
What is the job of the presenter Brad Neuman?
Robotics research engineer
What does the sophisticated AI engine do?
Simulates thousands of possible driving actions
Give examples of these simulations.
Virtual upgrades and the physical properties of the cars and track.
What is the next step after it decides on the best course of action?
Execution
What does the players’ device do?
Sends the final instruction to the AI car.
How many possible actions can the Anki A I consider in a typical game?
Well over 50,000 possible actions.


Brainstorm your ideas about what could happen if cars could communicate with each other in the space below. 
Use the link from you teacher to upload your ideas to the collaboration tool.
(Realtime Board or Padlet)
Students could be encouraged to suggest what the cars might say to each other.
[image: ]
[bookmark: _Toc536186206]
The car
Each Anki car has a microprocesser and infrared cameras. The cameras scan the infrared markings on the track pieces at 500Hz to know where they are on the track and how to stay on the track.
Label the diagram using the following words:
Charge contacts
 Reset button
LEDs
Optical track sensor
[image: ]
Label the diagram using the following words:
Ballast
Battery charge status LED
LEDs
Battery charging chip
[image: ]


Label the diagrams using the following words:
Pick up contacts for charging
Bevel gears
Motors
Reset button
[image: ]
Label the diagrams using the following words:
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Halls Sensors
Li-ion battery
Optical sensor
Nordic semi BLE

Other Components on the printed circuit board include: A low energy Bluetooth chip.
This allows for the sending of signals to and from the smart phone and is also provides the way for Oracle to read the data from the cars through a Raspberry Pi Bluetooth sniffer.
Metal oxide semiconductor field-effect transistor (MOSFETS), battery charging chip and NPN transistors.


[bookmark: _Toc536186207]The Track
Us the words below to complete the cloze passage

16 lanes
	black, light,
	direction
	encoding
focuses
infrared,
microcontroller
protection
sensors
traction

The Anki car track looks solid black under normal light. Each piece is coated with a special ink which gives protection and helps provide grip (traction) for the car tyres. The protective coating allows infrared light to travel through. If you looked at the track under an infrared filter, you would see encoding patterns embedded in the track. These codes include, 16 lanes the type of track piece and the direction it is placed. The cars read and follow these tracks. Each car has an infrared led which focuses infrared light down through a lens onto the track. Optical sensors on each car read the light coming off the track and send this to the microcontroller so the car knows where it is and when the change of speed is needed for the motors to steer.
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What does ‘hacking’ mean to you?
This exercise is designed for students to question the term hacking and how it is also used to describe the reverse engineering of an existing product or system to develop new technologies including the Oracle Anki ‘hack’. It is also frequently used to describe computer hacking where curious ‘hackers; investigate how to gain entry into and or change existing systems.
Work in pairs to complete the table below:

	What similar ideas did your partner have about the term ‘hacking’?
	What different ideas did your partner have about the term ‘hacking’
	Does the term ‘hacking’ have positive or negative connotations? Explain.


	
	
	


Can the term ‘hacking’ be a positive thing? Answer in the space below.
Not all hackers are bad hackers, some are employed by companies to test their system security and to highlight weaknesses and flaws in the systems that bad hackers may take advantage of.
Some Hackers break into systems as a challenge to other hackers or to the owners of the system.
These good hackers do not want to create havoc they are top level computer programmers who love the challenge.
How did Oracle ‘hack’ the Anki Overdrive system? Answer in the space below.
Using a Raspeberry Pi with Bluetooth capability Oracle intercepted (sniffed) the Bluetooth signal between the Anki cars and the Anki Overdrive app used on the connected mobile phones. This gave Oracle full access to all the data being transmitted between cars and the mobile phone app. 
The software developer identified then interpreted the patterns of data and the actions they caused in the car.
The software developer then used this understanding to build a platform that could control the cars through coding instructions sent to the car via Bluetooth.


[bookmark: _Toc536186209]Cybersecurity and encryption

[image: ]
Encryption is used to convert information or data into a form that cannot easily be understood unless you have the key or authority to read it.
One famous and easy type of encryption system is the Caesar Cipher. It is not secure enough to be used for Cybersecurity today but does give a simple example of how information can be hidden or disguised from people not authorised to view it.

Try it!
Decrypt the following sentence: IDVW DQG WKH FXULRXV (You’ll need the key which is 3)
Start by finding the first letter on the inner circle:”I”
Count three places above the top left corner of “I”.
The letter is “F”.
Now do the same with “D”. You will get “A”
Continue until you have decoded every letter.
Did you answer: fast and the curious?
Make your own Caesar Cipher with two paper plates and simply rotate one on the other.
Extension – make your own digital Caesar Cipher using a spreadsheet or programmed in Python. To code this you’ll need to know that Capital A is represented in ASCII as 65 (B is 66 and so on.). You then apply the key of how many places you’d like to shift to encrypt you words or sentence.
Try it here: Put Interactive Python Anywhere on the Web


[bookmark: _Toc536186210]Oracle Anki ‘Hack’
Oracle has used a Raspberry Pi to ‘sniff’ Bluetooth data coming from the racing cars and stream it to their databases for analysing.

[image: ]
A Raspberry Pi is used to collect (sniff) data from the Anki cars.
This is used to create code that can be used to control the cars 
Speed and lap data is streamed and users are able to view it on a dashboard during their time on the track.
You will see the data stream in the OracleAnki server log window.

You will use Flow programming components to control the cars and to achieve the challenges.
Here is an example of the Flow code you will be using:
[image: ]
Some of the coding can send the data into Oracle's Internet of Things (IoT) Cloud Service.


Use the Infographic below and the words provided to write an explanation about how the Anki Oracle System works:

Bluetooth
Optical reader
Raspberry Pi,
 Cloud
Internet of Things
Wireless
 Access Point
Encoded track 
Flow coding
Data analysis

[image: ]
Each Anki car has an optical reader. This reads data from the patterns on an encoded track. This information includes lanes, direction and track piece. 
This data is sent via Bluetooth to the Raspberry Pi. The Raspberry Pi is a small computer that operates as a server and handles data coming back and forth from the cars and from the instructions given using Flow coding.
The Raspberry Pi is a part of the local network which uses an Access Point to connect devices. The Raspberry Pi can be accessed via its IP address using Wi-Fi, Bluetooth and Wi-Fi are examples of the Wireless transmission of data. The data used to control the cars and generated from the cars including speed, position and battery levels can be sent to the Cloud for Data analysis.
This system demonstrates how devices can be connected to cause things to happen and is a good example of the Internet of Things.
[bookmark: _Toc536186211]Understanding the Oracle/Anki hack
To understand the Oracle-Anki ‘Hack’ we’ll investigate the following:

Computer Interface 
Raspberry Pi 
Networks and Communication Protocols
The Internet, IP Addresses and DNS
Transmission media 

Computer interface
An interface is a way to communicate and interact with a computer system. 
There are 4 main types of interfaces we use when communicating with computers:
[image: ]
User interface
This is how the user interacts and communicates with the computer. User interfaces include: the keyboard, mouse and graphical user interfaces (GUI).
Software interface
This is made up of the software and applications users use to execute tasks on a computer. Software and applications are compiled programs made up of codes and languages which allows them to communicate with the computer hardware.
Hardware interface
These are the physical wires, plugs and sockets and components used by computers to communicate with each other.
Command line interface (CLI)
This is the traditional method of entering data or commands in computers. CLIs are less widely used today as most computer users prefer graphical user interfaces (GUI).
[image: ]


The Raspberry pi
Complete the labelled diagram using the words below:
[image: ]


Broadcom CPU
40-Pin GPIO Header
4xUSB Ports
Ethernet Port
4-Pole 3.5mm Audio and Composite Video
CSI Camera Connector
HDMI Port
5V MicroUSB
MicroSD Card Slot
DSI Display Connector
Wi-Fi Antenna 



Networks and communication protocols
Introduction watch the video: The Internet: Wires, Cables & Wi-Fi
What are ‘atoms of information?’
Binary Digits or Bits are Ons and Offs and are the ‘atoms of information’
Follow the teacher’s instruction to play.
Tablets of Stone – Network Communication Protocols
Activity
Open the command prompt on a computer windows computer by typing CMD into the run: window. A black window with text should open.
Type in Ipconfig. /all
Read through the results.
Type in ping google.com
Read through the results
In the space below describe what happened when you typed the above commands into the command prompt.
Ipconfig is a useful networking command that you can use to display or set network information in Microsoft Windows.
Ipconfig/all shows detailed information of network adapters that includes IP address, subnet mask, gateway, DNS, DHCP, MAC address, etc.
Ping comes from a term used in sonar . Pulses of sound are sent out and the returning echo is listened to. On a computer network, a ping tool is built into most operating systems that works in much the same way. You issue the ping command along with a specific URL or IP address. Your computer sends several packets of information out to that device, and then waits for a response. When it gets the response, the ping tool shows you how long each packet took to make the round trip or tells you there was no reply.
Discuss how this relates to the tables of stone game.
Computers talk to each other over the internet via packets. However, the internet is not reliable and sometimes these packets get lost. There are certain bits of information we can add to packets to make sure they are sent. This information makes up a protocol.
The Internet IP addresses and domain name system (DNS)
Watch the video – The Internet IP Addresses & DNS
After playing Tablets of Stone, using the command prompt to Ping and watching the video on IP Addresses, modify the Tablets of Stone game to best model the Oracle Anki system and how data is sent from the track, to the car, to the Raspberry Pi, to the software, to the cloud and back to the car.
Explain in your own words why an IP address is so important to the internet of things.
Every device on the internet must have a unique address if it is going to be able to communicate with every other devices on the internet.
Each Anki car has a Mac Address that will appear in the Oracle log window when the Raspberry Pi scans for devices. MAC addresses are assigned by the manufacturer. They are implemented in most network types, but unlike an IP address, MAC addresses are permanent and can’t be changed. 
Each MAC address consists of a 12-digit hexadecimal notation, composed of a six-digit manufacturer’s organization unique identifier followed by a six-digit serialized or random unique identifier.


Transmission medium
[image: ]
Study the above infographic and write a paragraph below that summarises your findings:
The simplest description will include that Wired Transmission Media provides more bandwidth, more security and higher speeds than Wireless Transmission Media.
Students may be prompted to discuss why Wireless would be chosen if Wired appears better?
Answers would include cost and mobility.


Activity
Work in teams to research one of the transmission mediums below.

Coaxial
Satellite
Fibre Optic
Wi-fi	 Bluetooth
Radio 	Ethernet

Use Canva to design and create an infographic card that scores each category out of 5 for the following.

Speed:
Cost:
Bandwidth:
Distance:
Mobility: 

Use all 7 infographic cards to design and play a trading card game (like Top Trumps, Yu-Gi-oh or Pokemon) that uses the score of each category to play. For example: Does Satellite beat Bluetooth for distance? Use the chart below to record your results.

	Blank
	Coaxial
	Satellite
	Fibre Optic
	Wi-Fi
	Bluetooth
	Radio
	Ethernet

	Coaxial
	Blank
	
	
	
	
	
	

	Satellite
	
	Blank
	
	
	
	
	

	Fibre Optic
	
	
	Blank
	
	
	
	

	Wi-Fi
	
	
	
	Blank
	
	
	

	Bluetooth
	
	
	
	
	Blank
	
	

	Radio
	
	
	
	
	
	Blank
	

	Ethernet
	
	
	
	
	
	
	Blank




My transmission medium infographic
[bookmark: _Toc536186212]This activity requires teams of students to research transmission media used in networks and create an Inforgraphic to explain their findings.
 Given the large number of comparisons to be made its best that this is conducted as a jigsaw with seven groups (Coax to Ethernet) researching their medium and having a round robin event where they compare Speed, Cost, Bandwidth , Distance and Mobility with other teams before designing their Infographic.
Upon completion of all Infographs students can play a version of Top Trumps with the ‘cards’ as an engaging way to compare the Transmission Mediums with each other.
Let’s code – algorithms
Watch the video – Exact Instructions Challenge
Write step by step instructions for making a piece of butter and vegemite toast. You may not need all spaces. Ask your friend to follow it (desk checking) and see if it works.
The purpose of this exercise if to have students appreciate that instructions need to be clear , exact and unambiguous if they are to be followed and implemented correctly.
This is certainly the case with computers (and robots) which will only do exactly what they are told to do.
A solution or steps to solving a problem (in this case making vegemite on toast) can be expressed as instructions. 
Another word for these instructions is algorithm.
Computer programmers will often write these algorithms in a short hand and informal way called “pseudocode.” Pseudocode is a way of expressing instructions that simplify full human language sentences into steps. This process takes computational thinking skills and the finished pseudocode resembles computer coding.
The three main processes used in algorithms are – Sequence (do this, do that), Selection (if this is true do something) and Iteration or loops (keep doing it).
Students could be encouraged to think about the detail of instructions needed by an automated toast making robot!
(This robot would need to know how to recognise all the inputs – bread, a toaster, a butter knife, vegemite and butter)


[bookmark: _Toc536186213]Flowcharts
The symbols below can be used to describe (or model) Information Systems. They are useful to help visually explain how data moves through a system. (Like the Anki Oracle Hack).The symbols are connected by lines which represent the data flow.
Extension work – make a flowchart to describe the Anki Oracle hack.
Flowchart Symbols and Notation
Note – process, start/end and decision symbols are also used to describe algorithms. (step by step instructions)

	Symbol
	Name
	Description

	[image: ]
	Process symbol
	Also known as an ‘action symbol,’ this shape represents a process, action, or function. It’s the most widely-used symbol in flowcharting.

	[image: ]
	Start/End symbol
	Also known as the ‘terminator symbol,’ this symbol represents the start points, end points, and potential outcomes of a path. Often contains ‘start’ or ‘end’ within the shape.

	[image: ]
	Document symbol
	Represents the input or output of a document, specifically. Examples of and input are receiving a report, email, or order. Examples of an output using a document symbol include generating a presentation, memo, or letter.

	[image: ]
	Decision symbol
	Indicates a question to be answered – usually yes/no or true/false. The flowchart path may then split off into different branches depending on the answer or consequences thereafter.

	[image: ]
	Connector symbol
	Usually used within more complex charts, this symbol connects separate elements across one page.

	[image: ]
	Off-Page Connector/ Link symbol
	Frequently used within complex charts, this symbol connects separate elements across multiple pages with the page number usually placed on or within the shape for easy reference.

	[image: ]
	Input/ Output symbol
	Also referred to as the ‘data symbol,’ this shape represents data that is available for input or output as well as representing resources used or generated. While the paper tape symbol also represents input/output, it is outdated and no longer in common use for flowchart diagramming.

	[image: ]
	Comment/ Note symbol
	Placed along with context, this symbol adds needed explanation or comments within the specified range. It may be connected by a dashed line to the relevant section of the flowchart as well.

	[image: ]
	Merge symbol
	Combines multiple paths to become one.

	[image: ]
	Preparation symbol
	Differentiates between steps that prepare for work and steps that actually do work. It helps introduce the setup to another step within the same process.

	[image: ]
	Manual Operation Symbol
	Indicates a step that must be done manually, not automatically.

	[image: ]
	Hard Disk Symbol
	Indicates where data is stored within a hard drive, also known as direct access storage.

	[image: ]
	Telecommunication Link
	

	

	Online Input
	

	[image: ]
	Online Display
	


Click on the link or copy and paste it into your browser to research and complete the remaining three symbols. 
Meaning of flowchart symbols


Activity 1
Using the highlighted symbols above create a flow chart explaining how to create a piece of butter and vegemite toast.
You will need to make decisions on how toasted the bread is, how much butter and vegemite is applied, whether crusts stay on or off and if the toast is to be cut.
This example explains the toasting process only and can be added to with students’ solutions.
[image: ]
Activity 2
A flowchart to follow to make a cup of coffee.
Note – an automated coffee machine would need instructions on how much coffee, sugar, milk and hot water to be added. This could be written in a loop but not an infinite one.
[image: ]
[bookmark: _Toc536186214]Turtle Race
Before you program the fast Anki vehicles around the track using the Oracle ‘hack’ create your own race simulation with Trinket and some slower turtles.
Turtle Race! – Python
A famous and simple to use computer programming language called Logo uses a turtle that can be driven around the screen with simple commands. Python a computer language that comes installed on the Raspberry Pi has a way of implementing Logo using *Import Turtle.
The Turtle Race Project (above) uses an on line version of Pythons Turtle called Trinket.
This language provides text based experience in computer coding.
Students will learn about key aspects of coding including the use of loops to generate the track and run the race. 
While you’re at this site investigate other projects for the Raspberry Pi and list ten that you would like to explore further:
My Top 10 Raspberry Pi Projects
This activity will assist in informing students of the many potential uses of the Raspberry Pi. It could form part of a student survey to determine students favourite projects and assist in planning for future uses of the technology.


[bookmark: _Toc536186215]Challenges
Challenge 1 – Engine Lights
Engine Lights
Modify a car’s engine light to the desired colour.
Hints:
Go to the Flow dashboard
Use components Trigger and Oracle/Anki Set Engine and set the engine colour.
Activate the flow.
Select the Start trigger. The car engine light should change.
Modify the colour.
Select the start trigger again. Verify the colour changes.
Components needed
[image: ]
Use the space below to plan your ‘flow’.
Note – For Solutions to ALL the Challenges see Appendix 1 Challenge Solutions.


Challenge 2 – Head/Tail Lights
Head/Tail Lights
Description
Make a car’s headlights and taillights flash.
Hints:
Extend challenge #1 to add headlight settings.
Use components trigger and Oracle/Anki Set Lights and set the Head Flash to on.
	Tie the existing trigger to this new node.
	Activate the flow.
	Select the Start trigger.  The headlights should flash.
	Do the same to make the taillights flash.
	Create a new trigger to turn off the lights.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 3 – Start/Stop a Car
Start/Stop a Car
Description
Make a single car start and stop by clicking a given trigger.
Hints:
Clear the existing tab or create a new tab.
Use components Trigger and Oracle/Anki set speed. Pick the car and set the speed to 500 to start it. Set the speed to zero to make it stop.
Activate the flow.
Select the Start trigger. The car should begin to move.
Select the Stop trigger. The car should stop.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 4 – Start/Stop 2 Cars
	Start/Stop 2 Cars
Description
Add a second car to the start/stop process.
With this challenge, there are two ways of doing it. You could modify the existing nodes to set the speed of ‘All’ cars or you could add two additional nodes for the new car. If you have more than two cars, the ‘All’ cars would be less preferable.
Hints:
Extend the previous flow.
Add an additional set of Oracle/Anki Set Speed nodes for a second car.
Activate the flow.
Select the Start trigger. The car should begin to move.
Select the Stop trigger. The car should stop.
Hint – you are able to duplicate a node by selecting it and pressing CTRL-D
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 5 – Start with Auto Stop
Start with Auto Stop
Description
Start a car and after a few seconds, have it stop automatically.
Hints:
Create a new flow.
Use the Trigger and Set Speed nodes, but add a delay node between the two speed nodes.
Activate the flow.
Select the Start trigger. Watch the car and verify the behaviour is correct.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 6 – Override Car Value
Override Car Value
Description
Add controlling two cars by just adding a repository node. You can often override values in the nodes by setting repository values before. You are also able to have a node produce more than one output. So, we can use the repository node to send two messages to the set speed component.
Hints:
Extend previous challenge.
Add a repository node after the start and after the delay node.
set('carname', 'Skull');
send();
set('carname', 'Ground Shock');
send();
Activate the flow
Select the Start trigger. Watch the car and verify the behaviour is correct.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 7 – Left and Right Lanes
Left and Right Lanes
Description
Start a car and after a few seconds, have the car move to the left lane.  After a few more seconds, a have it move to the right lane, then stop.
Note – when a car first starts, it often does not know what lane it is currently in. In the future, it is usually a good practice to do a ‘Left’ and ‘Right’ lane command so the car can identify its location before doing more complex lane algorithms.
The idea of ‘Left and ‘Right’ assumes the car is going in the direction of the starting line. If the car is going backwards, Left and Right will be reversed.
Hints:
Create a new flow.
Use the trigger and set speed nodes, but add delay and set lane nodes.
Activate the flow.
Select the Start trigger. Watch the car and verify the behaviour is correct.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 8 – Centre Two Lanes
Centre Two Lanes
Description
There are four lanes defined on the track. They are called left, left middle, right middle and right. In this challenge, add two additional lane changes to make the car move more smoothly from the left and right lanes.
Note – you will need to keep the delays. If you send additional commands to the car before it has completed the previous one, they will be ignored.
Hints:
Extend the previous flow.
	Add an additional set of Oracle/Anki Set Lane nodes.
	Have the car go from Left to Left Middle to Right Middle to Right.
	Activate the flow.
	Verify the car behaves as expected.
	You are able to duplicate a node by selecting it and pressing CTRL-D.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 9 – Precise Track Location
Precise Track Location
Description
The position of the car on the track is actually a number between -64 and +64 with zero being the centre. The default lane settings are (-64, -28, +20, +64).
You are able to set exact positions of the cars by passing a value into the Oracle/Anki Set Lane component.
Hints:
Update the previous flow.
Use a registry node to set other values for the lane position.
set('lanevalue', -50);
send();
Activate the flow.
Select the Start trigger. Watch the car and verify the behaviour is correct.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 10 – U-Turns
U-Turns
Description
Start a car and after a few seconds, it do a U-Turn. Do this in a loop to keep the car doing U-Turns over and over again.
When doing loops, it is important for it to eventually stop. Therefore, you will want to add the Count and Switch components to stop the loop after a few tries.
Hints:
Create a new flow.
Setup a trigger to start the car, then delay and do a U-Turn.
Setup a counter to start at 0 and increment by 1.
Setup a switch to only pass data when the value is less-than 5.
Loop back to the delay to have it repeat.
Activate the flow.
Select the Start trigger.  Watch the car and verify the behaviour is correct.
Note – you should add another Trigger and Stop node to get out of the loop.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 11 – Listen for Off Track Events
Listen for Off Track Events
Description
Use the Oracle/Anki Event Listener component to see when a car goes off the track.
Initially, we will simply display the event using a Debug component.  Once you get familiar with the data, we will use the Off Track event to do other things.
Hints:
Clear the existing tab or create a new tab.
Use components Oracle/Anki Event Listener and Debug. (See sample config below)
Add a Trigger and Set Speed node to start the car.
Activate the flow.
Select the Start trigger. The car should begin to move.
Take the car off the track.
Look at the message in the console window.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 12 – One Car Off, One Car On
One Car Off, One Car On
Description
This shows how you might use the Off Track event to do something.
Start one of the cars using a trigger node.  Setup two Oracle/Anki Event Listeners, one for each car, listening for off track events.
When the car Skull goes off track, start Ground Shock. When car Ground Shock goes off track, start Skull.
Hints:
Extend the previous flow.
Add a set of Oracle/Anki Event Listener for Ground Shock.
Setup Oracle/Anki Set Speed nodes off both listeners to set the other car's speed to 500.
Activate the flow.
Click on the Start trigger to start Skull.
Take Skull off the track and verify Ground Shock starts.
Put Skull back on the track and take off Ground Shock. Skull should start.
This should continue to work each time a car is removed.
You are able to duplicate a node by selecting it and pressing CTRL-D.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


Challenge 13 – Count the Tracks
Count the Tracks
Description
One event that can be particularly useful is the Track Transition event. This happens every time a car goes from one track segment to another. The data provided can be used to have the cars do particular things at specific points on the track.
First, let’s just count the tracks and look at the data in the debug console.
Hints:
Create a new flow.
Use the Trigger and Set Speed node to start a car.
Add an Event Listener to listen for Track Transition event.
Display the results in a debug window.
Use a count component to count the number of tracks the car has traveled.
Stop the car after 20 Track Transition events.
Activate the flow.
Select the Start trigger. Watch the car and verify the behaviour is correct.
Components needed
[image: ]
Use the space below to plan your ‘flow’.
Challenge 14 – Time to Refuel?
Time to Refuel?
Description
In this challenge, you will want to start looking at the Battery events coming out of the Oracle/Anki Event Listener component.
So, as before, Setup an Event Listener for Battery events and send it to the Debug node.
You don't have to wait for the battery to get real low.  Just set a reasonable value like 3800.
The battery will likely fluctuate a bit and stay above 3000 until it dies off completely.
Hints:
Create a new tab.
Add a trigger and Set Speed to start a given car.
Setup an Event Listener to listen for battery events.
Check to see if the battery level is below a certain point.
If the battery is ‘low’, pull the car to the left side of the track and flash the tail lights.
Activate the flow.
Click on the Start trigger.  Watch the car and verify the behaviour is correct.
It would be a good idea to have the car go to the left lane, then right immediately after it starts. That will ensure the car knows what lane it is in when the low battery event arrives.
•	You might want to look at the Switch Configuration Hint.
Components needed
[image: ]
Use the space below to plan your ‘flow’.


[bookmark: _Toc536186216]Our smart city solution
At the beginning of this unit your team identified a problem that a Smart City solution could solve. In the space below discuss the problems your team identified and explain your chosen solution. Describe the buildings your team will model and what the cars will be doing. Also include the role of each team member in this project.
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
[bookmark: _Toc536186217]Models and simulations
Using milk cartons, blocks or Lego to create a model around the Anki track to simulate the smart city solution to your problem. An example of a city from Oracle is provided below:
[image: ]
Sketch your Smart City below including the buildings and your track configuration.


[bookmark: _Toc536186218]Flowchart solution
Model your solution using pseudocode or flowchart symbols.


[bookmark: _Toc536186219]Flowcode
Draw any other solutions you developed whilst solving the smart city problem.


[bookmark: _Toc536186220]Testing
Did your ‘flowcode’ work to solve the problem? 	
Record your attempts to solve the problem in the tables below.

	Solution
	Did it work? (Yes or No)
	Thought process
	Modifications made

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	




[bookmark: _Toc536186221]Ethics
In groups of four discuss the following scenario, and reach a decision as a group of who should get in the boat. Someone should be prepared to explain how, and why, you reached your decision. 
A ship is sinking and the seas are rough. All but one lifeboat has been destroyed. The lifeboat holds a maximum of six people. There are ten people that want to board the lifeboat. The four individuals who do not board the boat will certainly die. Below is a list of the people on the ship:
A woman who thinks she is six weeks pregnant
A lifeguard 
Two young adults who recently married 
A senior citizen who has fifteen grandchildren 
A school teacher 
Two thirteen year old twins 
A veteran nurse 
The captain of the ship
Click on the link below or type it into your browser to play the Moral machine.
Moral machine
Your team are to design another moral machine challenge and share it with the class 
Your teacher will set up a collaborative site using either: realtimeboard or padlet
What do you think about this machine?
What are the problems or issues with it?
Add further thoughts to the page as they are discussed with the class.


[bookmark: _Toc536186222]Social and ethical issues surrounding data use
In the table below are some common ethical issues surrounding data use of which you may or may not be aware. Analyse the social and ethical issues of this data use and state how this makes you feel.

	Data Use
	Ethical Issues
	Social Issues
	How does this make you feel?

	Facebook or any social media – anything you post becomes the property of the social media site. You no longer have rights to what you posted. E.g: they own your images. 
	
	
	

	Apps – some permissions allow access to the microphone to listen to your phone calls as well as read text messages so they can tailor advertisements whist online. 
	
	
	

	Cambridge Analytica – although bankrupt, how many of these companies exist, which take any information you freely post online to gather data about you.
	
	
	

	Microchipping humans and animals for telemedicine, tracking children and so on.
	
	
	




[bookmark: _Toc536186223]Issues relating to the problem
Use knowledge gained from this unit to describe each issue below as it relates to social, ethical and environmental issues for the solution you have designed. 
Social
	
	
		
	
Ethical
	
	
	
	
	
Cyber security
	
	
	
	
	
Notes – you will be presenting your problem and solution to the class. Presentation ideas can include video, PowerPoint, Prezi, animation and so on.


[bookmark: _Toc536186224]Ongoing evaluation and feedback

	Week
	What did I do?
(this can include problems, solutions and ideas)
	How can I use this to improve the next part of the project?
	Teacher feedback.
(Did the student make modifications to improve the design?)

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	




	Week
	What did I do?
(this can include problems, solutions and ideas)
	How can I use this to improve the next part of the project?
	Teacher feedback.
(Did the student make modifications to improve the design?)

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	




[bookmark: _Toc536186225]Final evaluation
To evaluate your project you should refer to your criteria for success and agreed constraints established at the beginning of this project.
Have you satisfied your criteria for success?
	
	
	
	
	
Did you adhere to all agreed constraints? Explain.
	
	
	
	
	
Does your solution solve the brief stated?
	
	
	
	
	

[bookmark: _Toc536186226]Fast and curious – marking criteria
	Focus area
	Outstanding 18-20
	High 15-17
	Sound 11-14
	Basic 6-10
	Limited 0-5

	Project management
And Design
	Completed student workbook communicates ideas and solutions and provides evidence of reflection and planning.
Design is to a high standard.
	Mostly completed student workbook communicates ideas and solutions and provides evidence of planning

	Partially completed student workbook communicates ideas and solutions and provides evidence of planning
	Basic completion of student workbook  
	< few worksheets and activities completed

	Coding Challenges
	All 14 challenges completed error free and works in the design project.
Evidence of error checking adjustment present.
Design project functions as intended to fulfil the brief.
	Most challenges completed error free and works 
Evidence of error checking 
Design project partially functions as intended to fulfil the brief.
	Some challenges completed appears correct, though does not perform as intended.
Some evidence of error checking 
Design project has little function as intended to fulfil the brief.
	<7 challenges completed have errors or is missing aspects to perform intended function.
Little evidence of error checking.
Design project appears to not function as intended.
	<3 challenges completed
No evidence of error checking 
Design project does not function.

	Infographic
	Infographic is aesthetically pleasing .It succinctly and accurately represents the differences between the chosen transmission media.
	Infographic succinctly and accurately represents the differences between the chosen transmission media.

	Infographic accurately represents the differences between the chosen transmission media.

	Infographic represents the differences between the chosen transmission media.

	Infographic represents the chosen transmission media.


	Smart city
Presentation 

	Smart city presentation is professionally delivered including articulate discussion of key ideas, aesthetically designed and structurally sound model buildings and use of programmed vehicles to simulate solution. 
	Smart city presentation is engaging and includes discussion of key ideas, well designed and made model buildings and use of programmed vehicles to simulate solution.
	Smart city presentation is appropriate and includes discussion of ideas, model buildings and use of programmed vehicles.
	Smart city presentation includes discussion of ideas, model buildings and use of vehicles.
	Smart city presentation includes one of the following:
discussion of ideas, model buildings or use of programmed vehicles

	Evaluation

	Evaluation is detailed, objective and descriptive outlining areas of success and areas for improvement if you made the project again and why.
	Evaluation is descriptive outlining areas of success and areas for improvement if you made the project again and why.
	Evaluation outlines areas of success and areas for improvement if you made the project again.
	Evaluation outlines some areas of success and/or areas for improvement
	Evaluation mentions an area of success or improvement.




[bookmark: _Toc536186227]Trouble shooting
Keep a ‘bug book’ below of any coding problems and how you solved them.
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
[bookmark: _Toc536186228]Web resources
Smart cities
Real Time Board
Padlet
Smart Cities – Infrastructure and Transport of the Future
Oracle IoT and Anki Overdrive system
Under the Hood
Caesar Cipher using Python
The Internet: Wires, Cables & Wi-Fi
Tablets of Stone—Network Communication Protocols
Create your own Infographic
Exact Instructions Challenge
Turtle Race
Flowcharts
Smart City video from Oracle Italy
Oracle Learning System
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